GDPR, AUDIT LOG, ACCOUNT RECOVERY (@l ~ a4

Main Street Pharmacy  Mobile Orders (2 Website Orders  Patients Refills Messages  Statistics  Appointments Settings ~
Main Sireet Ph acy
1. Statistics: number of active users; reminders, orders by month, time of day & type of Audit Log @
phone_ Recover, Export, Lock Account@:
Audit log: search for a patient booking or order. Des FIC
3. Recover, Export, Lock Accounts: GDPR settings. Account recovery for users who Motification Settings
upgraded or lost phone or forgot PIN. Sign Out
4. Browser notifications: Browser notification when a new order or booking has been
received. Google “enable sound notifications on chrome browser” for details on how
to add a sound to the notification.
Audit Log Search
Date Event User Object Comment P.D. @
May 30, 2024, 12:01 p.m. View Appointment n Des PIC P D. - Video Co...
Period @
May 30, 2024, 9:39 & View A 1t t Des PIC P. D. — Video C
ay am iew Appointmen 3 Des ideo Co ® AnyTime
May 30, 2024, 9:21 am A Book Appointment P D Video Consultation () Past Day
May 30, 2024, 9:20 am A New Order P.D 8693110 O Past 3 Days
() Past week
May 17, 2024, 3:08 pm @ Close Account P.D (O Past Month
May 17, 2024, 1:17 pm & New Order P D 5d6CI66
April 18, 2024, 317 p.m. @ Close Account P.D Staff Actions @
AoriI 12, 2024, 1130 am. & New Order P.D 9395630d @ [ Complete Account Setup
[ Signin
L]
L]
. . oy . . .
1. Enter patients initials in the format: P. D. (Patient Des). Customer Actions
2. Select atimeframe. [ Install App
. . . R Al t
3. If needed select Staff Actions or Customer Actions Filters. g Clem:r m;m
lose Account
4. Press Apply Filters. Scroll down to see button and all filters. .
L]
5. Select Object to view details =

GDPR - EXPORT DATA & RESTRICT PROCESSING

Customer Accounts Console

A customer wants to
restrict processing

.- 18

a 0 (]
A customer has A customer has A customer wants to
forgotten PIN changed phone export data

Patient Des

VVeDsiie visiior Resrict Processing @

Desmond Patient

Date of Birth: March 17. 1958

Phone: +353668062740

Select Export Data or Restrict Processing

Enter Patients name and press Search.

Press Restrict Processing or Export Data to open a “Verify Customer’s Identity” window.

Verify Customer’s Identity — please see steps 4 on Account Recovery instructions before proceeding.

P owbd=

NN www.refillassistant.ie/support/



GDPR, AUDIT LOG, ACCOUNT RECOVERY (@ ~ (@ QuICK START GUIDE

ASSISTANT

e ACCOUNT RECOVERY - NEW PHONE / FORGOT PIN )

Customer Accounts Console
a 0 - @
@ A customer has A customer has Acustomer wants to A customer wants to
forgotten PIN changed phone export data restrict processing
Patient Des m @

Unknown device, last active 4 hours ago @ Create Recovery Code
Patient Des Date Status
Date of Birth: April 8, 1989 30 May, 2024 =
Phone: 0868062740
Address: Main St

1. Select A customer has forgotten PIN or changed phone.
2. Enter Patients name and press Search.

3. Press Create Recovery Code to open a “Verify Customer’s” Identity window.

Verify Customer's Identity

Important: Make sure you are talking to the right person!

| have verified customer's Date of Birth @
I have verified ordering dates of customer's orders

@ Create Recovery Code

4. Verify the customer’s identity using date of birth and order dates with customer.
5. Press Create Recovery Code to open a Recovery Code window.

Recovery Code is Ready

5:359 =@

Refill Assistant < Back

If you have forgotten your PIN, or have moved to a
new phone, don’t worry—your patient data is secure.

Please call your pharmacy and ask them to

generate a unique recovery code for you. Then use
9 7 1 6 3 a 1 2 8 @ ‘Welcome! Before we get started, let's itin the form below.

complete a few setup steps. i - . e
valid for next 15 minutes ick a new PIN to protect your information:

First, please look up your pharmacy: 4-digit PIN

Next Steps: now instruct the customer to enter this code in their pharmacy app. Verify they

Recovery code from the pharmacy:
can access their old orders. g-dligit nume

6. Therecovery code is valid for 15 minutes.
On the app, the customer presses Recover Existing Account.
8. Onthe app, the customer enters a 4-digit PIN and the @ T @

recovery code within the 15-minute window.

e
| 9 Onthe app, the customer presses Recover My Account. g M st )

e BROWSER NOTIFICATIONS

1. Go www.refillassistant.ie/support/ and enter the login emails that require notifications.
2. After 1 working day, click Settings -> Notification Settings -> Enable & Save

Browser Notifications

O Disabled

@ Enabled - receive notifications about new orders and new appointments to this

browser.
@ Save Changes

s www.refillassistant.ie/support/
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